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ABSTRACT  
Shipboard navigation systems have been intensively developed for the last two decades, 
resulting in complex and computer based technology systems. The chart-radar is an onboard 
navigation system that integrates electronic navigational charts with the full radar 
functionality, thus allowing improved efficiency and safer navigation. In this work, we 
present cyber security testing of a chart-radar system implemented on an SOLAS ship sailing 
on international route. The cyber security testing method aligns with the upcoming maritime 
standard IEC 63154. The testing was performed using a widely deployed solution for 
application vulnerability detection. Solving solutions for the identified vulnerabilities are 
studied. 
 
 
1. INTRODUCTION 
Shipboard navigation systems have been intensively developed for the last two decades by 
means of digitalization, network integration and software development, which resulted in 
complex and computer based technology systems. Therefore, safeguarding shipping from 
cyber threats is gaining increasing relevance in the development of shipboard navigation 
systems [1-6]. Recently, the International Maritime Organization (IMO) issued the 
Guidelines on maritime cyber risk management, which offers general recommendations for 
shipping protection from cyber vulnerabilities and threats. [7]. IMO has also placed to 
incorporate cyber risk assessment in the implementation of the International Safety 
Management Code on vessels by start of the year 2021 [8]. In addition, International 
Electrotechnical Commission (IEC) is preparing a new maritime standard IEC 63154 
“Maritime navigation and radiocommunication equipment and systems - Cybersecurity - 
General requirements, methods of testing and required test results”, which should be 
published in April 2021 [9]. 
 The radar equipment is considered as a critical navigation system for safe navigation 
and collision avoidance. With additional integration of electronic navigational charts (ENC) 
with the full radar functionality (the chart-radar system), the improved efficiency and safety 
at sea is provided. The chart-radar is, however, essentially a software application running on 
a standard computer with installed a general operating system. While IMO regulations 



 

standardize radar operational software performance [10], the supporting hardware and 
software is arranged by ship-owners and implemented by radar equipment manufacturers. 
 Recently, we presented a cyber risk assessment of a ship based on computational 
cyber security testing method for identification of cyber threats [1]. In this work, we have 
tested cyber security of a chart-radar implemented on a SOLAS certified ship sailing on an 
international route (Figure 1). The chart-radar (which is IMO compliant) was tested by 
performing vulnerability scanning using a widely deployed solution for application 
vulnerability detection. The identified cyber vulnerabilities together with possible solutions 
are studied. 

 
Figure 1. The vessel on-board which cyber security testing was conducted. 

 
 
2. CHART-RADAR 
The tested chart-radar is of Wärtsilä SAM Electronics manufacture, model NACOS 
RADARPILOT Platinum. The chart-radar is IMO compliant and the radar software meets 
IMO performance standards. The type approval dates from the year 2017 and chart-radar was 
installed on the ship in the year 2018. The chart-radar technical specification is given in 
Table 1. 

Table 1. The chart-radar specification. 

 
 The chart-radar is installed in the stand-alone configuration, with no Internet 
connection established. Data from radar, GPS, AIS, gyrocompass, log and NAVTEX are 



 

gathered directly via serial interfaces, while the Electronic Navigational Charts (ENC) are 
updated with an USB memory stick provided by the manufacturer.  
 
 
3. CYBER SECURITY TESTING  
The cyber security testing was performed using a widely deployed solution for application 
vulnerability detection, Nessus Professional [11]. The vulnerability scanning provides 
automatic detection of all cyber vulnerabilities that are known not only to software 
manufactures, but as well to potential attacks [12]. The testing was conducted by directly 
internetworking a laptop with Nessus Professional scanner to the chart-radar. The testing 
setup is shown on Figure 2.  

 
Figure 2. Cyber security testing of the chart-radar. 

 
 The testing was performed without administrative privileges, while the chart-radar 
software was running under administrative privileges. Even the testing is a passive process, 
during the scan the ship was docked in a port.  
 
 
4. RESULTS DISCUSSION 
Summary of the results obtained with the test is shown on Figure 3. In total, 14 risky 
vulnerabilities were detected. According to the severity level, 2, 1, 9 and 2 were assigned 
with critical, high, medium and low level respectively.  
 

 
Figure 3. The test summary report. 

 
 List of detected vulnerabilities is given in Table 2. The critical severity vulnerabilities 
detected (Table 2, vulnerabilities 1 and 2) are related to weaknesses of services running on 



 

the chart-radar underlying operating system, Microsoft Windows 7 Professional Service Pack 
1. For the maritime community, Server Message Block (SMB) service vulnerability (Table 2, 
vulnerability 1) is particularly important because of the NotPetya ransom-ware attack on 
Maersk container shipping company, in which the NotPetya malicious software was 
worldwide spreading using the detected vulnerability [13]. In addition to system patching and 
anti-malware software usage, the preventive solution recommended by the manufacturer 
(Microsoft) is to disable or block SMB v1 [14]. 
 

Table 2. The chart-radar cyber vulnerabilities detected. 

 
 The high severity vulnerabilities detected (Table 2, vulnerabilities 3 and 4) are related 
to weaknesses of active services on the chart-radar, allowing for possible unauthorized 
remote code execution and unauthorized access gaining. The recommended solution is 
installation of security patches released by the underlying operating system provider. The 
detected medium and low severity vulnerabilities (Table 2, vulnerabilities 5 - 14) are related 
to the active services' weaknesses that allow for establishment of unauthorized access or 
cause a denial of service condition of the char-radar. Possible solutions include installation of 
the provider's security patches and adequate reconfiguration of the underlying operating 



 

system. Implementation of all of the solutions could impact the chart-radar functionality, and 
therefore is to be conducted only by the chart-radar manufacturer. While the solutions 
provide protection from know vulnerabilities, protection from newly discovered 
vulnerabilities would be to disable unnecessary services offered by general operating systems. 
As it is shown with the cyber security test conducted, source of the detected vulnerabilities 
(Table 3) is in active services of the chart-radar underlying operating system, which are 
actually not required for the expected chart-radar functionality. 
 
 
5. CONCLUSIONS 
Cyber security testing of a shipboard chart-radar is presented. The testing method is based on 
cyber vulnerability detection using a widely deployed solution for application vulnerability 
detection. The results have shown that cyber vulnerabilities are in active services of the chart-
radar underlying operating system, which are all unnecessary for the expected chart-radar 
functionality. The cyber security testing and obtained results contribute to the knowledge on 
maritime cyber security and highlights importance for development of the upcoming 
maritime cyber security standard IEC 63154.  
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